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Bring Your Own Device (BYOD) FAQs 
 

1. What is BYOD? 
Bring your own device (BYOD) is an offer available to staff which allows access to work 
email, contacts and applications via their personally owned Android or iOS (Apple) mobile 
device.  You will be required to download an application from either Google Play (Android) 
or the App Store (iOS). 
 

2. Why is the council rolling this out? 
As part of the Way We Work (TW3) programme’s objectives to deliver staff increased choice 
and flexibility, both in the office and whilst working remotely, BYOD gives staff another way 
to access information. 
 

3. What devices are supported? 
At this time, we are currently only trialing Android and iOS smartphones and tablets, 
however in the future we hope to extend this offer to other tablets and laptops. 
 

4. How do I install BYOD? 
Installing BYOD functionality is straightforward and involves downloading an application 
called UEM Client from Google Play (Android) or the App Store (iOS), then configuring it for 
your LBB email. 
A User Guide with step-by-step instructions will be provided. 
 
If you’re interested in trialing BYOD, you will need to complete a User Declaration form at 
the end of this document and submit to thewaywework@barnet.gov.uk  
 

5. Are there any requirements for my device? 
Yes, LBB has to abide by Data Protection & IT Security Policies, and therefore in order to 
access your LBB data on your personal device, your personal device must: 

• Be encrypted.  Many devices are automatically encrypted now.  If your device is not, 
the UEM Client will prompt you to encrypt it.  This is a function native to your phone, 
and is explained in detail in the User Guide. 

• Have a lock code – password or PIN.  If you don’t have one setup, the UEM Client will 
prompt you to do so. 

• Your device will be prevented from taking screenshots within the LBB applications. 
Other security restrictions may be added as the functionality is developed and in response 
to any updates to Policies or security issues.  If this occurs and your device no longer meets 
the requirements, the UEM Client will notify you, and you will be able to either rectify the 
issue, or choose to no longer utilise the BYOD applications on your phone. 
 

6. What should I expect after installing BYOD? 

• Your device will be required to have a password and a forced timeout.  (Your existing 
PIN should suffice for the password.) 

• You will be asked to accept “Certificates” if you have an iPhone – this is perfectly safe as 
they will be coming from a trusted server. 

• The response time for the initial email synchronization may vary. After the initial sync, 
email will flow promptly. 

mailto:thewaywework@barnet.gov.uk
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7. If I download the BYOD application will the council have access to personal 
information stored on my device? 

No, the application (Blackberry UEM Client) is partitioned and totally separate from the 
personal content stored on an individual’s personal phone. LBB has certain permissions to 
remotely access your device, to enforce certain security restrictions (you will have a chance 
to view and accept or decline these during installation), and to manage any information 
stored in the partitioned BYOD applications (e.g. emails and calendar) including the ability to 
remotely access the application and remove it from your personal device, if for example, 
your personal device is lost or stolen.  
The only exception to this is that if the UEM app flags an issue, LBB IT will be able to access the 
names of the other applications you have on your device.  This is only for security reasons, to allow 
LBB to flag any malicious applications, or those which pose an undue security risk, beyond what LBB 
considers acceptable for the council’s data policies.  (This might be apps which could potentially 
transfer sensitive data to or from the UEM application.)  LBB will not be able to collect nor view any 
data inside a personal app, nor any other personal data on your device. 

 
8. Is BYOD available to Partnership Organisations? 

No, at this time BYOD functionality (email on personal devices) is being offered to London 
Borough of Barnet (LBB) employees only.   
 

9. If I opt into BYOD will my corporate device be removed? 
No, BYOD will be offered as a supplementary service not as an alternate to a corporately 
provided device.  
 

10. If I opt into BYOD will I be required to respond to work emails out of hours? 
No, BYOD is being trialled to establish if it supports staff to work more flexibly and 
efficiently. There is no obligation to work outside of your standard contracted hours. 

 
11. Who will pay for my data, minutes and allowances? 

Individuals will be required to pay for all charges associated with personal devices. Even if 
these charges are incurred as a result of using your personal device for work purposes. We 
strongly suggest that before opting in to access BYOD functionality that you check your 
personal call, data and messaging allowances to estimate if additional charges are likely to 
be incurred as a result of installation of BYOD.  
 

12. Is there any risk to my personal data by installing the BYOD application on my 
personal device? 

Downloading any application onto your personal device comes with some risk. We strongly 
recommend you fully back up your personal device before installing any new applications 
which make configuration changes, including the BYOD application. We have reached a 
point in the testing of the BYOD functionality where we believe it should not cause harm to 
a person’s device or personal data. However, as this is a Pilot, and the purpose of a Pilot is 
to identify and resolve issues, we cannot guarantee that your experience will be issue free. 

 
13. What technical support is available? 

By signing the User Declaration form, you confirm that you are aware that no formal 
support arrangements are in place for BYOD. LBB support arrangements are only available 
on corporately managed devices, and BYOD is facilitated on personal devices.   
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However, for the course of the pilot, there are short-term support arrangements in place to 
capture any issues you experience during the installation or use of the BYOD application, 
and to attempt to resolve any issues with the BYOD app itself.  If you experience an issue 
please report it through the ServiceNow Self Service Portal.  There are instructions regarding 
how to do this in the BYOD User Guide. 
 

14. If I damage or lose my personal device whilst using it for work purposes who is 
liable? 

The council is not liable for any loss or damage of personal device.  You are instructed to 
back-up your device before installing the BYOD applications.  As a matter of good practice, 
you should back-up your device regularly, and always before installing applications which 
affect your devices configuraitons. 
 

15. Whilst in LBB offices is there a wireless network available for use with BYOD 
devices? 

The “LBB Guest” network is now available at Barnet House, NLBP and Hendon Town Hall. 
This is a temporary Wi-Fi (12-hour access) that can be used on all Non-Barnet wireless 
enabled devices i.e. laptop, tablets, phones. To log into the network, you will be required to 
supply your email and mobile number so that you can approve access via email in turn 
receiving a password via SMS. Web Access control and content filtering will be in place, as 
per the current Barnet Corporate access policy. The LBB Guest network is scheduled to be 
available, at a later date, at remote offices including at Libraries. 
 

16. Is there technical assistance provided to access the "LBB Guest" wireless network?  
No, there will be no technical assistance provided to connect to wireless networks. Staff will 
be expected to know how to connect their devices.  
 

17. Will staff be able to print from their BYOD device?  
No, Staff will not have the capability to print from their personal devices. 
 

18. By installing BYOD functionality will I no longer be able to share my device with 
friends and family? 

The BYOD application is password protected. By downloading the application, you agree to 
not allow the use of your device to be shared with anyone else whilst logged into the BYOD 
application.   
 

19. As it’s my personal device why do I have to comply with Barnet Council’s Polices 
and Codes of Practice relating to Data Protection and Information Security? 

You must comply with Barnet Council’s Polices and Codes of Practice relating to Data 
Protection and Information Security when using the BYOD application.  


