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1 Introduction 

The council’s vision for the future of service delivery in Barnet is based around 

being able to work more closely with our partners in the heart of our 

communities, to serve our residents and support our Members and staff. All staff 

will be equipped to work in more agile and flexible ways through better use 

of technology, training and equipment. This work is happening under the 

umbrella of The Way We Work programme (TW3). 

 

Office 365 is just one of the new enabling technology components being 

implemented across the council and comprises of a suite of Microsoft online 

products such as Outlook the most recent versions of Excel, Word and 

PowerPoint One Note and Microsoft Team. In addition Office 365 also comes 

with, Skype for Business and OneDrive.   

 

2 Purpose and Scope  

The purpose of this policy is to 

• Offer clear communication and guidance when using Skype for 

Business to all staff, including Members, temporary staff, contractors, 

partners and any authorised 3rd parties  

• Ensure compliance with all regulatory, legislative and internal policy 
requirements. 

 
This policy applies to users of computer services and equipment that are 

provided by London Borough of Barnet (LBB), or its ICT providers; it does not 

apply to Council services provided to the public. It also applies to users using 

Skype for Business on all Council devices including mobile equipment such 

as mobile devices or laptops. Please note this policy applies: 

• Whether you are using Skype for Business in the office or off Council 
property. 

 
• When using the equipment with any internet connection whether work, 

personal or public. 
 

3 Document Review 

This document will be reviewed on an annual basis or sooner as is required.  

4 What is Skype for Business? 

Skype for Business is a product of Microsoft. It is a free secure telephony 

application that uses peer-to-peer (P2P) and business partners network 
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protocols to allow users to make free internet- based phone calls to other Skype 

users, including video conferencing.  It has the security and control of Microsoft, 

and includes features such as: 

 Start conversations using instant messenger, voice or video calls from one 
device such as laptops, mobiles and tablets 

 See when your contacts are available on line, and their status, for example if 
they’re available, in a meeting, or presenting 

 Allows you to add up to 250 people to online meetings 

 Broadcast online to share and collaborate with a large audience 

 Integration with all your other Microsoft office applications 

 Increased efficiency by enabling virtual collaboration, staff to communicate or 
meet online as opposed to having to meet face to face in the office 

 Cost savings in terms of time and productivity by not having to have face to 
face meetings which results in travel and increases our carbon footprint. 

 Enhanced communication – Providing employees with the ability to find 
information and people effortlessly, whenever they want and wherever they 
are 

 Streamlined support – reducing support and administration costs   

 Enables remote working – allowing employees working in transit, from home, 
at partner or satellite offices, or those in the new building to communicate with 
each other easily 

 Promoting seamless communication between delivery units, partners and 
colleagues 

 

5 Restrictions on the use of Skype for Business within the Council 

The Council recognise the potential benefits of Skype for Business and therefore 

allow Skype to be installed on staff and Members devices connected to the network 

provided the following conditions are met and understood: 

 If corporate ‘profile’ pictures are used, they must be appropriate. This means 
an image of the head and shoulders of the account holder, wearing office 
clothing.  
 

 Skype for Business is only permitted for use where there is a clear business 
purpose. Staff and Members are advised to refrain from installing Skype for 
Business on their devices if they don’t actually need to use the capabilities it 
offers. 
 
Skype for Business is a new “all-in-one” communications tool much like your 
Outlook, you should have Skype open at all times when you are connected to 
the internet 
 

 By installing the software, users are agreeing to the terms the End-User 
Licence Agreement (EULA) for Skype  
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6 Making audio and video calls using Skype for Business 

With the introduction of Skype for Business you will be able to make both audio and 

video calls.  

Recording audio or video calls 

Skype for Business offers the functionality to record audio or video calls. If you 

choose to do this, ensure that they are stored appropriately so that they can be 

located. If personal or sensitive information has been discussed, also ensure that 

they are only accessible by those who should be able to access this information. 

All users should bear in mind that all recorded information even if they made within 
private spaces, e.g. through audio or video calls is subject to:  
 

• Data Protection Act 1998  
 

• Freedom of Information Act 2000  
 

• Safeguarding Vulnerable Groups Act 2006  
 

Sharing desktops during video calls 

Precautionary measures MUST be considered and applied when sharing documents 

through Skype for Business. 

There are two potential serious consequences of using an image or document 
wrongly. 

 

These are: 

 

 Committing libel meaning a publishing a false statement that is damaging to a 
person’s reputation 

 Disclosing personal information, in breach of the Data Protection Act 1998 

 
To minimise these risks, the image or document must be used in only their proper 

and agreed context. Under no circumstances should an image or document be used 

out of context without re-seeking prior permission from the individual or author of the 

document.  

Skype for Business offers functionality to allow you to only share certain areas of 

your desktop during a video conference. 
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Appropriate locations for audio and video calls 

When making calls ensure to take into consideration your surroundings, particularly 

when discussing personal or sensitive information. Do not discuss personal or 

sensitive matters in environment where those who should not be aware of this 

information are able to hear you discussing it. 

When using a webcam for a video conference all staff must: 

 

• Be in a space that is free from noise and other people 

• Ensure that the laptop is on a steady surface to avoid any movement in image 

• Ensure that the background in which the viewers can see is not distracting i.e. 

bookshelf, paintings 

• Dress in clothing that they would normally wear in the workplace. 

 

Webcams will only be active when you activate the webcam to begin a conference.  

They do not capture footage at any other time 

7 Use of Skype for Business instant messaging 

Through the introduction of Skype for Business, new instant messaging technology 
will also become available. This is an instant real time chat service which you can 
use to communicate with your colleagues. 
 
Instant messenger should be used for informal discussions which are unlikely to 
need to be kept or looked back on. For example: arranging lunch or a meeting.  
 
Remember this is a professional forum, so appropriate language for the workplace 
must be used at all times, and you must be respectful of each other’s views and 
contributions as you would usually in the workplace. 
 
In relation to appropriate content and language, users of Skype for Business on 
behalf of the Council MUST adhere to the rules in section 5a and 6 of the Councils 
Social Media Policy (please see link in further guidance section). Failure to do so 
may result in disciplinary action being taken.  
 
Conversations will only be kept for the duration of the day. When you log onto instant 
messenger the following day, conversations you have had the day before will not be 
accessible or retrievable, please bare this in mind when using the messaging 
service. 
 
If for any reason you feel the conversation you have had using instant messenger 
must be recorded, you will need to copy and paste the contents of the conversation 
into another format such as a word document and then save this document. 
  
All users should bear in mind that all recorded information even if they are on private 
spaces, e.g. through personal messaging is subject to:  
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• Data Protection Act 1998  

 
• Freedom of Information Act 2000  

 
• Safeguarding Vulnerable Groups Act 2006  

 

8  Use of ‘Presence’ in Skype for Business 

‘Presence’ in Skype for Business shows your status, for example if you are 

‘available’, ‘away’, or ‘in a meeting’.  

This links with your Outlook calendar status is generally set automatically based on 

the circumstances e.g. if you’re in a meeting or a conference call, and it will even 

pick up and present your Outlook out of office message. 

Status can also be set manually if required, for example if you are working on 

something and do not want to be disturbed, you can change your status to reflect 

this.  

To ensure that status can help your colleagues by being reflective of your 

circumstances, all staff will be encouraged to share their outlook calendars with 

everyone in the Council.  

Where there are circumstances where the subjects of meetings or other time blocked 

out in your calendar should not be shared as it is personal or sensitive, the ‘private’ 

setting should be used on this time. By setting this to ‘private’ it will mean that only 

you are able to see the contents of it.  

 

9 Contact information or further guidance 

Further advice and guidance is available from the Information Management Team 

 Acceptable use policy: 
https://employeeportal.lbbarnet.local/home/departments-and-services/central-
services/information-management/information-management-
policies/information-governance-policies.htm  

 Social media policy: https://employeeportal.lbbarnet.local/home/departments-
and-services/central-services/information-management/information-
management-policies/information-governance-policies.htm 
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